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14 The Electronic Signatures in Global and National Commerce Act (E-Sign Act),
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15 NIST, Security and Privacy Controls for Information Systems and Organizations
CEABIFIER S A T L35 X EHHBO 720D ¥ 2 ) 7 4 HHEL 77 4 80 —HH
%) https://www.nist.gov/privacy-framework/nist-sp-800-53
16 NIST, Protecting Controlled Unclassified Information in Nonfederal Systems and
Organizations GEFBUFAL D > 2 7 4 LAHIKIC 35 10 2 EEL X 72 FRM& A T TR O IRFE),
https://csrc.nist.gov/publications/detail/sp/800-171/rev-2/final
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19 Remote ID Proofing  https://www.enisa.europa.eu/publications/enisa-report-remote-id-
proofing
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LTWwb, Zid, elDASHHAI LX) E— P CORRTH 21D 2000 53 [x & [

LSRR TE Y, TS E 505 b DD h, AR IKE LTI Tn 2
TEIERLTW3, BHAEY £ — F ID proofing ICEHH 5 TV B KED R T — 7 KL X —p»
LT v —rxE® Y E— b IDproofing — EADEHIHT LKL R &DflE £ & o,
GROREGEIHEZELDHTNE,

Q) EhE

UNCITRAL (EPEEAEBERGEZES) © WG-IV (Electronic Commerce) 20iC 51>
T, EEMEEFIEGIICE T % elD & b 7 &2 b — v 20RFICEE T 2 RN oW, FHE
MR EZRET S EDEMmPEINT 03D,

Z O, 2018 FEAHTbTE Y | HILD 2020 5 60 [ ZFKICHE T, b7 A b
F—ERICONTIE, IZIEHNEREEINTWE, ETAEE LTHREINDL D, HAF T
A vEe LTRAEINE2IIHRRCARHTIED 228, EEWRE G 2 EMT 2 5 2T,
EEMBEICH T 2fEHczm s e b s, UTIC, BET 2 EOEREZILHT %,

(d) “Electronic identification”, in the context of [dM services, means a process used to achieve
sufficient assurance in the binding between a [subject][person] and an identity.

(g) “Identity management (IdM) services” means services consisting of managing identity
proofing or electronic identification of [subjects][persons] in electronic form.

(j) “Identity proofing” means the process of collecting, verifying, and validating sufficient
attributes to define and confirm the identity of a [subject] [person] within a particular context.
(m) “Trust service” means an electronic service that provides assurance of certain qualities of
a data message and includes electronic signatures, electronic seals, electronic time stamps,
website authentication, electronic archiving and electronic registered delivery services.

(n) “Trust service provider” means a person that provides one or more trust services.

3 HEHADRKR

2019 fFICATE D HEESF IC B3 2 i [ 7 2Vl 23 hfT S, 7 24k 3 JEHI

20 https://uncitral.un.org/en/working_groups/4/electronic_commerce
2l Draft Provisions on the Use and Cross-border Recognition of Identity Management and

Trust Services

https://undocs.org/en/A/CN.9/WG.IV/WP.162

12
Copyright 2021 Japan Digital Trust Forum



FURAY TR Ml A= ABRERS HTA b 1

(DF YL 77 =2+, Q7 VZAVY —KU@a4 2Ty F-TVvRAby7) 2RRH
Hl & UCHfE(L s 2 EofTB T D4 v 7 4 VAL EFRA & Xz,

INETOTVEMED X ST, MLHNETITo CWAFThzHictH vy 74 v TcT& 3
IoILFTrLnI TV EA~DEZHZ [Digitization (7Y 24—y av)]| TiIiL,
TV ANVEHIRE L RORFROFT 72 b 2 2 553 2 L v 5 [Digitalization (7 ¥ X
TAX—vav)] OBMOBEEEZEHAL TV,

TET Y 2 b 729, 2020 4 (BH124E) 10 HOHICT P& - HN R v+ BEESH
BEN, 22Tl [~A4 F v A N—HlERCEEHT DT Y 2 VHEBEARYGE WG], [7—
ZHMg R R 7 — A ] JO [ 7V 2V SCHBEESR WG] 2@ ., BARE - IiE b 233
HHLNLTW5B,

[~ A F v N —HIEROEE T DT Y 2 NEIERARSE WG T, ~4 F v S —h—
FRIEH L&A — VEDT VXL THREBOUMERINTE Y, 74 VA VZER %Y
AN—FROT = ZICEEWRZ L7201, FAN=ERTEF IR 2RO LNDE 3 HFEK a)
HEFR, DRITIT. OFEP N 7R NT v A —DORER Y. + T R RS 2 WG 7«
Pl & DML D MEMEITR T T B,

[T — 22 27 74— X 2Cid, [EHEME (F 722 F) o2fk&] & LT, 45—
27 4 VA NZERDPEEICEIG L7z Society5.0 ZEBFT 57201CiE, 4 N—ZEfj]ICE
J57 =22, ELLAEREI N (TRt Iodbn) THb e (HIEME.
HIAIN TR e GEalh) 2R -GEAT 2 LELR D L Lo TE ), AN
—ETco3EHL LT, BERFROMHE Lo [Tk E0 ], BTmafe L<o [$
FEER] BXOFEELEHE LT [17E - Bl 88 ohTn3,

[T &0« oAy FETEHE] 2T, [FY2AVEEEHERE WG] itk nT, 7
ZMMESRAICH DTV ENT 7 =R POV v AF VY —=@ax 7Ty F - TVRLby
7 RHEHARFR E U CHiEL T 2 EOfTBF RO A v 7 4 vALERAFERE X, ZoHT,
TRV HANRX Y VEBO-00RBORHE L, KAMREEZEHNE Lz~ A F v —
H—Fo. F—REIRHEEZ B LzR—2 - LU R+ ) BBEOBFERTH I N T B,

Fr. T RO KL W LTI H(E L 72 Data Free Flow with Trust
I, 77 ANy =¥ 2 ) T4 - FINMENEICBI T 2B AR L 220, vV 20
AEOMRRICER BT — 2 PEEAE#RT 2 2 e ad HRCTERT 2, EHEWICHH
nT—2PLEOIEEEX BIET L vwoav e T Th 5,

INLDTYANEDHEEE T -2 DFEDO L L LORNICENTH, TYXALE TR
FOEBRIZBHETH B,

22 https://www.kantei.go.jp/jp/singi/it2/dgov/data_strategy_tf/dai4/siryoul-1.pdf
https://www.kantei.go.jp/jp/singi/it2/dgov/data_strategy_tf/dai7/siryou8-2.pdf
23 https://www.kantei.go.jp/jp/singi/it2/dgov/201225/siryoud.pdf
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4 P2 X MCEATAEMODEED

KE., EUKEOBHREZRLICEL DL, B4 N—ZHTDO P TR LT, FELE D
DEWEER#RO LT, AV T4 VRN RS & L 2B 2S8R - ¢
VBN, IR AR T — X7 7 F v g5 e EEB LUV - VBRIZZ b D
HETH B,

B b ERINIHAD F Z A MOEY FoFatEL LT, HIXIEUTAEZEx L1
%,
@ <vAFUN—H—FlR=2-L IR ) OBIT, KRNI EMEERICE 2 i#
i E
® ~N—X - LYVRMYLHEELLMINMEEDE T X DK

B 1. fEOBIERHREX—2 - LY R MY LEdh L, AN AMICE T B EESR

SMEOHRGERFDOF = v 7

i 2. gBizINFO %G L 7216 N 0 ELEMW K R EIEHR O MHRR o HEit

B gBizINFO (V=Y X4 v 7 %) &, RRFEFEEERT 2 ENEANICHE
T EHRAEY 4 FTH VU EAFRSHBIEE TN T 557 400 J7H %%
Re L, BAFS, EANA. AEFEHICITZ T, A L o ZIIEHR. £
EIHME OB A RAE LA L Tw 2k NiGEERE —fHm%, Mg
%2,

B gBizINFO © APl iifidnCcwnwd o, REDOF A M- X781
NAZH EANDORKE . EANER, BEADBFTE T 5 Web ¥4 b &I
L CEFIEHEZ RT3 2 BRI, YsEAOEEM I 2 <. rfeit, R
REDODRKSY, BBEOREWERE A v 74 v CHlERT 2 2 LBHRETH
%,

B SHKRIBADR—=Z LY R MY ELT,EAS (0, RESCF, 95F)
CHEFFHR B < LT BT, gBizINFO %3G L 72 B 1-REHEF O
RITOHEML WS LB,

® KRELJLET —XD 7R+ xHEER TS 2 EEEEREREHOER L 5 51
W (FIRNT VY H—) DR,

24 https://info.gbiz.go.jp/index.html
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£1 F72McBET3XRE. HA, EUBRE LD
HH KE 2N EU
B3 2 L -National Commerce Act :E-SIGN | -ETE4iE eIDAS
-Uniform Electronic Transactions | -ZNAY{E AZ2EEFE
Act : UETA HE SSENNES
-USA: Government Paperwork | -&T&{LIRE
Elimination Act : GPEA
-Executive Order 13526, 13556
ERID, ID &# SP800-63, FIPS-201, <A F v RN—H—F elD

PIV(-D) #7— F, SSN

(A8 N FRRE D F T4
i)

(eID # — F iz & EHfT)

CAHN - F 2 )T AN
K7L —LT—2

FZRMT V-, Federal Bridge CA (FBCA) -BUF 7Y v Y CA Trusted List
Trust Presentation G CIE)
-EH GY ARG
EiAr, € - FPKI o # Y o —HEfil -1 E RIS D FAE -eIDAS QTSP
- NIST SP800-53 DLk : (BTEHEHE) -ETSI EN 319 401
Cybersecurity ~Maturity Model | - TR IRIIREZ O (—fxRY v —)
Certification (ISMS X Y L <. | & (ETHERE) -ETSIEN 319 411
Leveld T, CUl ILX 37— | -2 A4 LAX Y TEFD (CADKY v —)
KA+ A4 N =3 HCA B, | & -ETSI EN 319 403
NIST SP800-53 DILK/Z & & 245 | -AWAAZIED 55 | GHAMEFHAGHE o L)
B AW ! -ISO/IEC 17065
G & P AR B o> FL 18)
Y4 N—+tF2Y T | -NIST Cybersecurity Framework, -ISMS -ISMS
4 XFER -SP800-171, SP800-53 -METI 4 — -7 4 | -EU  Cyber  Security

Certification Framework

F A AN—ZEH~DF
1

NIST SP800-207 [+¥w F 7R} -
T—%77F x|

F— 2B, L T
AT v — ORI
i AMEtE w3,

Digital Agenda for Europe
TV RNVE—FG 0 B
311

TYENMUICBIT S
F TR DFE

BUf% b 7R MHIE - R RS
LY — v ROEEER (NIST
SP800-63 %)

~AF v N—Hh—V}F%
Rtz v 54 villils%
DOFEHT TN TV %2,
AREI e, OB
REFEHT 5720 OERE
BRI HDL T =% 77
F ¥ 135,

eIDAS @, gL <1 T
ko o2 e F%ED
AN R o BEHEAL I IS
., 2h o~ TD
TG, I X 0 elDAS © EU
At & o E A AR
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WD SISl A L 72 Society5.0 #EBIF 3 7201k, A4 N—ZERICEH T 2T — X 25,
ELKERINZDD (FRINAZEBVDDLD) THEHZ L (BIEW) ., XFALIhTn
b GERt) RHER-GEAT 2 0ERH 5, I 61, AIFAEDO D R B AT,
DM 2 DY AT LA CTH—ERAEIET 2 2 L CRHREVPERINDG Z & M HE
TH b,

L IBEANOBT O 2 8E L - HEFii 2 ofplcd s, AF - #4T - B - F
feEr & DEChkA 2 HFHLIAHEFEZ W2 E TR 2 ic X, FITHEIHRI NS, 2D
L9 AR — e 2B D T O AN E RLLKBRICER TR T VAL T A D
HoTdh Y, AP HTHSHETDH 5,

BT - AT
A Btk

OEFEFIRLEGIASE (BEEITEER)DAF ()
OREXEDENMEIAAZ DA F(HK)
OENEFIROIGE( OO +H b EEXES+ITED)

M 1 EACHTORHZOFHEE (BH)
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Mkl 2 Dy 2T L&z TH— A EET 3 T2 2EHT 2 1CE. Z0Fhk
XTHOWOLNTWE T — X PHEEICR S, COMbE, HEHEM  PEE2 2085 1)
T —v R Ffzxe, HoohdTr—20%RE2 R LK 2 ZHWCEHT 3,

TYZINETRAMILBEREDIER | BHEHMDER

BAFROY-EX

- RENRODY e N

{ Foshparbicrs) . T/wwfﬂm £

ERIHBR ERIER g
O N e ’/

| N
/ \

. e . .
EF{EEOY-EX ¢ (7/9)L|\77«|\(L$6} > BiaAntY—-EX

K 2 FYELFTRMCXBEEEOHEE L RiELoEE

M 1 0O~k EBEoWGITik, ffloFHEL LTTYEMMLINTHE EEZLD
nd, ZDXIH, 2 18BWT, ORI TR LEZLERT Y2t TEsb T, FH
[HET, B2 — 29T AT AMEZDORVWTWE I EZLbNS, EHICX 3 THiE T
3. AR X BIR AN TR %ML ) TS LE L 25720, I ROFRENET LR,
Bric, HMER AT REETIEDSE S b oz AR EE 5, 2L T, F¥aaifl
D TATFOEELEL L, IOICHHE LTS FEECOLWTH, fIfFICE o TD
MBS RS TV 20bic kb, IROREZEFBILT 208 TE S,

TYENLETAPDOHWIE, 2D XS, FH - HHOT Y 2 LIt b5, 7
— 2 DEHEECHRE LT Y2 bics T 2 ARG E SO 2L THY, Thick
D TV Z ML N7 Tl & R —EKEE DB - gL (BAEL) 2 ERBIT 5,

(1) EmE{EHROH
TV 2L E N7 Tl & R —EKHED BRZEL - fEFL (BRHE(L) 2#EHT 37201

X, B AFEICEZ o/ P IR M- RICK BT — X DEEEOHERZ T TR L,
AF2BRT 2 FIHICOWCTO MR Z &2 e BTV XV 7 A L TEHEETH
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3, INEHET -0 LT, B A —AZEOBETERE MW REE - FEkEs
DEVAAXEFEHCI-FHEo T 20zl T 5%,

Bl ziX, MELC YA A TOERRBETFRTHLEF A —VITIILATOREDLH

O EETOEEESHERINTEL T, EHOA -, FHlk- 74 v v t—n
BDHPRTTHOTIT W,

RREE. FRkELR COMEIMERZ REBDER > AT LICHBEETE 20,
FOEED Y 27 PR HAER R LW L DB D 5,

REMEE. ZEMERORIEIEEL <. T = ZHEA % 2T - T HIEW MR X
NawkdTe s v 2L LTREEZLZ S DL Ak Inic v,

® ©

COX) AR T 2B DL LT, eIDASHHAITIIEFOER-EICHYLY T2 e TV
Y —3%—vt & (ERDS:Electronic Registered Delivery Serv1ce25) BEFIAPF—ERD1
DELTERINTEY, FRABREIARLE L F 2 TIGEZEREL 2> T2,
ERDSO7—%77F %X 3D 4 a—F—FTANTRINDG,

2 ERDS offl & L Tlx, e 7 VXU —, Registered Electronic Mail (REM) Services %°
Mo T2, REM Offatix Fado ETSI CREICR#H I TH Y, flx i S/MIME
BEX TN T3, ("Authentication in the REM MSI may rely on the features
provided by SASL [i.12], TLS (e.g. certificate-based authentication), S/MIME [i.7]
digital signature over the submitted message, or other mechanisms.”)
https://www.etsi.org/deliver/etsi_en/319500_319599/31953201/01.00.00_20/en_3
1953201v010000a.pdf

26 Connecting Europe Facility : Introducing CEF eDelivery
https://docbox.etsi.org/Workshop/2017/201706_SECURITYWEEK/03_eDELIVERY/S02_
ERDS_REM_SOLUTIONS_SERVICES/INTRODUCING_CEF_eDELIVERY_RASMUSSE
N_EC DG DIGIT.pdf
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L | End-to-end Security >
*~—— REQ1: Message Integrity — ¢
| S— REQ2: Message Confidentiality —.
L & REQS5: Time Reference —9 :
: & REQG: Proof of Send/Receive 0
« Inner Security p: 4 Inner Security )
i { REQ4: Addressee :
i REQ3: Sender i Identification
: _ Identification : :
ORIGINAL SENDER 1 H (C1Le——e(C2 (C3 o—e C4," 0 H FINAL RECIPIENT
Party A Party B
STEP1. SUBMIT % ; STEP3. DELIVER
SENDER .= Backend Backend ¥.. ADRESSEE
1or * NOTIFY g ; NOTIFY f 1or
: several i several H
(Q)Tsp SENDER 4 Cross-party Security P | ADRESSEE (Q)Tsp
T S
* | Connector AF‘):C."‘"“;S SEND udehd RECEIVE ) A;:c_esis Connector | |
ADRESSEE l _________ oin PR AS4 - e oln ] SENDER
ACKNOLEDGE
Internet

X 3 ERDS(Electronic Registered Delivery Service) D 7 —¥F 7 7 F % —

T ZTliE, XEHED CL LZEHD C4L Lo, Cl23FIH3 % ERDS 28 C3, C4 23
3% ERDS 28 C3 TRINL T3

ERDS Tid. #Z{EH ORI 71t 2% C1-C4[#TEnd to End D X v £ — LV LHDH
IEPEREDR S C2-C3 F'HEJ“G‘@)‘ v — Y EOHIEWMHER R EOERFHEDH Y e v— L E
FETFELGPHONTW D, FEINE [Hlge 7V N —F—EX] TH?D
QERDS(Qualified Electronic Registered Delivery Service) Tld, 3 2 ® REQ1 %> & REQ6
DESRFIABHUE T LT 57,

WORZbEINDE A=Y ENRCLECABTHAL b T %2 T 5846 Tk C2-C3
BITAYy =Y XEICe v —V%ITH T L CHELRATRE L 72 5 (REQ5), —/7. CABZ{FL
72 O &I L E B 1% C1-C4 [ @ End to End @ A v & — ¥ XFH D HIEH:RE
RSB L T2 B, Pl Z 13t B OV R LIRS EE KR 75 LR E . HHINGE D2
B EBREL 25613 Cl e —1 %1752 &TCL-C4[HD Endto End ® £ v+
—VEOEIEWZHER L T 5 (REQ1),

27 CEF eDelivery Building Block Version 1.00 Security Controls

Linking eIDAS (Q)ERDS & CEF eDelivery

https://ec.europa.eu/cefdigital /wiki/display/ CEFDIGITAL/Security+Controls+guidance?
preview=/82773295/82802571/(CEFeDelivery).(SecurityControls).(v1.00).pdf
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REQ1: Message Integrity
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FANVAVNETFES e v—
ko TRAEI N B L E D D
%,

End-to-end
Security (C1-C4)

REQ2:Message
Confidentiality

Ay — VITEERICE 5L
TELREDD D,

End-to-end
Security (C1-C4)

REQ3: Sender Identification

RIFH D YT, RAE7 B £ 2
BIXO/E72137 PNy 2 FVE
TEBH /e v—LDflREAMNL
T F L ~L DS CHGE
TLRENRD B,

Inner Security
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Inner Security
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— MIT X o TERFE & 172 8%
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NZFNIE R Y A

Cross-party
Security (C2-C3)

REQ6: Proof of Send/Receive

Ay —VDOEZEFEHIE. Ay
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Cross-party
Security (C2-C3)
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ZA5 « T X RIS T T, FEROFE S CTOMEERREE 7 b, T, - R -
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Bz X, DicsT 27T —2ZEZEOMH, D L 1T MEETIE, FIFF GRS 17z TH
FEEECE 2000 LW IOEREHE LRI 2 FE=F1crd 25, 2oHs, 7%
ZAZ5H O B ICHERRAE L ~ v (Identity Assurance Level, IAL)RFRAEDHED & L X /R34

NEHEFREF L ~ v (Authenticator Assurance Level, AAL), & o 72 HHEICIR - 7215 A2 12
T 5, Mk E /. ey =Y v, VAT LAIEL T, BENICBEWTEH 7 A 2 g
MBI S T iz, ETIREHIE ORI ko b s,

3 RH%E 4 (Long term electronic signatures) FDEHFERHM SN TS
RFC3126(https://datatracker.ietf.org/doc/html/rfc3126) % CTEF
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¥ MHFOEEN, 720t LU0 Ty —Yy - VAT LDOIEYEERTERT S C
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— 2 DEBICBEBVT 7 A MOMEREFEHT L2 L8 TE S, 7 X FOERICOWTIE,
H - HHOT Y 2t BN A RG22 e nTcE e bic, P 7R MFIH
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EWZEZA Y I7A VI — R LTCAGICHERT LB TE S,
o R 2 (b
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T2, 2niFVE—FIDOHITHERL VE— M EXOMAGDETHY, M 17 ICH T2
WR)B)DOFEET v ALy 7 Fv - 754 TEBT 2, 2hic XY TaaSFHOK
PUDOKIEARNENRAEN, FPIRANT TV = avoERicETsLEZLNS,

(1) FIFAFEIZ N 22T 7Y 7 — a VIicH
(2) (1) &##Eh L, CA(Certificated Authority) (I~ A4 F v N—=A—FFicLX b4+ I4 v

STl Z 1 ISO/IEC JTC 1/WG 13 T, [FEEEIRE - BEERIRE - HIEREZR T LT AT
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H—EZX
J-LIS

« NHOME A GRAEAEAE 2 1R AE |
- BHERE BFAEAEICEH /

-

17 BuERL A L HBEGEOmA 2 ED 6] () E— 1 EH) *

ID DA ¥ — L LB FEHFOFZZLLT DK 18 iI278 3, UNCITRAL ®”Provisions on
the Use and Cross-border Recognition of Identity Management and Trust Service” Tl¥, %
1 5DEZRDOF T, Identity & IZFFEDOHW D720 IMiIANEZ —EICFETE 2 BEEHRD &
v P& LTEH DI, eIDAS HHITH FERICER L T 5, TaaS THLY 5 ID=Identity ®
RROFEIL, ErtDHARN, ik, sk CICHERICHO T b, KFHEREHE O Ic
AANDEHEERE LTHZRAIN T30 FRI AW RINT VS, £z, 2T Lk
LMERCEFELYA Y 74 VlAEZRTT ) 2 TARAMS R T . 2 ORAEL ~ v i
NIST SP800-63 @ IAL (Identity AssuranceLevel) 72 & 2SI L, HEI N T d D&
AR

B ITRBE~AF v N—— FOMEED 2~ —+ 7+ VIEES BT 2 Eta B 5
) | #ZkE4 X b o
https://www.soumu.go.jp/main_sosiki/kenkyu/mynumber_smartphone/02ryutsu02_04000356.html
3 “Identity” means a set of attributes that allows a person to be uniquely distinguished
within a particular context;
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